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Abstract
The adaptive risk-aware response mechanism is based on quantitative risk estimation and risk tolerance. Instead of
applying simple binary isolation of malicious nodes, our approach adopts an isolation mechanism in a temporal manner
based on the risk value. Here risk assessment is performed with the extended D-S evidence theory introduced for both
attacks and corresponding countermeasures to make more accurate response decisions.
Because of the infrastructure-less architecture of MANET, our risk-aware response system is distributed, which means
each node in this system makes its own response decisions based on the evidences and its own individual benefits.
Therefore, some nodes in MANET may isolate the malicious node, but others may still keep in cooperation with due to
high dependency relationships. This is solved by to introduce a system, which can reduce the routing attacks on mobile
adhoc networks and reduce packet loss rate and message tampering which is based on the combination of Dempster
Shafer mathematical theory and semantic security mechanism. This project also explains the effectiveness of the
system by considering various performance factors.
Our risk aware response mechanism is divided into the following four steps shown in Figure.
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Evidence collection- In this step, Intrusion Detection System (IDS) gives an attack alert with a confidence value, and
then Routing Table Change Detector (RTCD) runs to figure out how many changes on routing table are caused by the
attack. Risk assessment- Alert confidence from IDS and the routing table changing information would be further
considered as independent evidences for risk calculation and combined with the extended D-S theory. Risk of
countermeasures is calculated as well during a risk assessment phase. Based on the risk of attacks and the risk of
countermeasures, the entire risk of an attack could be figured out.
Decision making- The adaptive decision module provides a flexible response decision making mechanism, which takes
risk estimation and risk tolerance into account. To adjust temporary isolation level, a user can set different thresholds to
fulfill her goal. Intrusion response- With the output from risk assessment and decision-making module, the
corresponding response actions, including routing table recovery and node isolation, are carried out to mitigate attack
damages in a distributed manner
In our approach, we use two different responses to deal with different attack methods: routing table recovery and node
isolation. Routing table recovery includes local routing table recovery and global routing recovery. Local routing
recovery is performed by victim nodes that detect the attack and automatically recover its own routing table.
Global routing recovery involves with sending recovered routing messages by victim nodes and updating their routing
table based on corrected routing information in real time by other nodes in MANET.
Node isolation may be the most intuitive way to prevent further attacks from being launched by malicious nodes in
MANET. To perform a node isolation response, the neighbors of the malicious node ignore the malicious node by
neither forwarding packets through it nor accepting any packets from it. On the other hand, a binary node isolation
response may result in negative impacts to the routing operations, even bringing more routing damages than the attack
itself.

:
Example Scenario.
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For example, as in figure Node 1 behaves like a malicious node. However, if every other node simply isolate Node 1,
Node 6 will be disconnected from the network. Therefore, more flexible and fine-grained node isolation mechanism are
required. In our risk aware response mechanism, we adopt two types of time-wise isolation responses: temporary
isolation and permanent isolation.
Evidence selection approach considers subjective evidence from experts’ knowledge and objective evidence from routing
table modification. We propose a unified analysis approach for evaluating the risks of both attack (Risk A) and
countermeasure (Risk C). We take the confidence level of alerts from IDS as the subjective knowledge in Evidence 1. In
terms of objective evidence, we analyze different routing table modification cases. There are three basic items in OLSR
routing table (destination, next hop, distance). Thus, routing attack can cause existing routing table entries to be missed,
or any item of a routing table entry to be changed. We illustrate the possible cases of routing table change and analyze
the degrees of damage in Evidences 2 through 5.
Evidence 1: Alert confidence. The confidence of attack detection by the IDS is provided to address the possibility of the
attack occurrence. Since the false alarm is a serious problem for most IDSs, the confidence factor must be considered for
the risk assessment of the attack.
Evidence 2: Missing entry. This evidence indicates the proportion of missing entries in routing table. Link withholding
attack or node isolation countermeasure can cause possible deletion of entries from routing table of the node.
Evidence 3: Changing entry I. This evidence represents the proportion of changing entries in the case of next hop being
the malicious node. In this case, the malicious node builds a direct link to this node. So, it is highly possible for this node
to be the attacker’s target.
Malicious node could drop all the packages to or from the target node, or it can behave as a normal node and wait for
future attack actions. Note that isolating a malicious node cannot trigger this case.
Evidence 4: Changing entry II. This evidence shows the proportion of changed entries in the case of different next hop
(not the malicious node) and the same distance. We believe the impacts on the node communication should be very
minimal in this case. Both attacks and countermeasures could cause this case.
Evidence 5: Changing entry III. This evidence points out the proportion of changing entries in the case of different next
hop (not the malicious node) and the different distance. Similar to Evidence 4, both attacks and countermeasures could
result in this evidence. The path change may also affect routing cost and transmission delay of the network
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