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Abstract
Providing security in a cost efficient way is the major problem in Wireless Sensor Network because of resource limited
sensor devices. Therefore, the energy of the sensor node is considered while providing security. Wireless sensor network
with mobile sink is vulnerable to replication attack. To avoid replication attack, the dynamic polynomial pool based key
predistribution scheme is already there. But in that, energy of the sensor node is not considered. The proposed scheme
provides the security with the awareness of residual energy of the sensors. The sensed information is encrypted by using
the RSA algorithm. The key generated by RSA algorithm is dynamically changed for each and every packet. The energy
based dynamic key generation algorithm is used o generate the dynamic key while the sensor node is in the demand to
transmit the data packet. The mobile sink is aware of the residual energy of the sensors. So, based on the residual energy
of the sensor, the mobile sink sends the data request. As the key is dynamically changed, the adversary cannot introduce
replicated node in the network.
Introduction
Wireless Sensor Networks (WSNs) can be used in a broad range of applications, such as, military sensing and tracking,
health monitoring, data acquisition in hazardous environments, and habitat monitoring. The data sensed by the sensor
frequently need to be sent back to the Base Station (BS) for analysis [1]. If the distance between the sensor node and the
BS is too long, then the sensor node transmits the data via multiple hops. It may weaken the security; the energy
consumed by the nodes nearby BS is increased, reducing the lifetime of the network. So, mobile sinks (MSs) are
important components in the process of many sensor network applications, including data collection in dangerous
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environments localized reprogramming, oceanographic data collection and military navigation [2]. From a security
standpoint, it is very important to provide authentic and accurate data to surrounding sensor nodes and to the sink to
trigger time-critical responses. Protocols should be resilient against false data injection in the network by malicious
nodes [3]. Otherwise, consequences for propagating false data or redundant data are costly, depleting limited network
resources and wasting response efforts. However, securing sensor networks poses unique challenges to protocol builders
because these tiny wireless devices are deployed in large numbers, usually in unattended environments, and are severely
limited in their capabilities and resources. There are two fundamental key management schemes for WSNs: static and
dynamic. In static key management schemes, key management functions are handled statically. The sensors have a fixed
number of keys loaded either prior to or shortly after network deployment. On the other hand, dynamic key management
schemes perform keying functions either periodically or on demand as needed by the network. The sensors dynamically
exchange keys to communicate. Although dynamic schemes are more attack resilient than static ones, one significant
disadvantage is that they increase the communication overhead due to keys being refreshed or redistributed from time to
time in the network [4]. There are many reasons for key refreshment, including: updating keys after a key revocation has
occurred, refreshing the key such that it does not become stale, or changing keys due to dynamic changes in the
topology. The intend of this paper is to minimize the overhead associated with refreshing keys to avoid them becoming
stale. The communication cost is the most dominant factor in a sensor’s energy consumption [5], the message
transmission cost for rekeying is an important issue in a WSN deployment. Furthermore, for certain WSN applications, it
may be very important to minimize the number of messages to decrease the probability of detection if deployed in an
enemy territory. That is, being less “chatty” intuitively decreases the number of opportunities for malicious entities to
eavesdrop or intercept packets [6]. The purpose of this paper is to develop an efficient and secure communication
framework for WSN applications. In this paper, Energy based secure communication framework is introduced that
provides a technique to verify data in line and drop false packets from malicious nodes, thus maintaining the health of the
sensor network. Energy aware security scheme dynamically updates keys without exchanging messages for key renewals
and embeds integrity into packets as opposed to enlarging the packet by appending Message Authentication Codes
(MACs). Each sensed data is protected using a simple encoding scheme based on a permutation code generated with the
RSA encryption scheme and sent toward the sink. The key to the encryption scheme dynamically changes as a function
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of the residual virtual energy of the sensor, thus requiring no need for rekeying. Therefore, a one-time dynamic key is
used for one message generated by the source sensor and different keys are used for the successive packets of the stream.
The nodes forwarding the data along the path to the sink are able to verify the authenticity and integrity of the data and to
provide non repudiation.
The contributions of this paper are as follows:


A dynamic en route filtering mechanism that does not exchange explicit control messages for rekeying.



Provision of one-time keys for each packet transmitted to avoid stale keys.



A robust secure communication framework that is operational in direct communication and over unreliable
medium access control layers.

Proposed System
The virtual energy-based keying module of the energy aware security scheme framework is one of the primary
contributions of this paper. It is essentially the method used for handling the keying process. It produces a dynamic key
that is then fed into the crypto module. In Energy aware security scheme, each sensor node has a certain virtual energy
value when it is first deployed in the network. The rationale for using virtual energy as opposed to real battery levels as
in the existing work, DEEF [7], is that in reality battery levels may fluctuate and the differences in battery levels across
nodes may spur synchronization problems, which can cause packet drops. After deployment, sensor nodes traverse
several functional states. The states mainly include node-stay alive, packet reception, transmission, encoding and
decoding. As each of these actions occurs, the virtual energy in a sensor node is depleted. The current value of the virtual
energy, Evc, in the node is used as the key to the key generation function, F. During the initial deployment, each sensor
node will have the same Energy Eini , therefore, the initial key, K i , is a function of the initial virtual energy value and an
Initialization Vector IV . The IVs are predistributed to the sensors. Subsequent keys K j are a function of the current
virtual energy, Evc, and the previous key Kprev. The exact procedure to compute virtual cost, Evc, slightly differs if a
sensor node is the originator of the data or the forwarder. In order to successfully decode and\ authenticate a packet, a
receiving node must keep track of the energy of the sending node to derive the key needed for decoding. In energy aware
security scheme, the operation of tracking the energy of the sending node at the receiver is called watching and the
energy value that is associated with the watched sensor is called Virtual Perceived Energy (Ep) as in [8].
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Energy aware security scheme { Kprev, Evc} {
Begin
Ereqsize of data* Energy required to transmit unit data
Eresidual  Eini-Eused
If {Eresidual>=Ereq}
KnewKprev *Eresidual
Else
Eneigh Neighbor node with highest energy
If {Eneigh>=Ereq}
Forward sensed information through its neighbor
//Change the key for each and every packet
KnewKprev *Eresidual
End
Crypto Module
Due to the resource constraints of WSNs, traditional digital signatures or encryption mechanisms requiring expensive
cryptography is not viable. The scheme must be simple, yet effective. Thus, in this section, a simple encoding operation
similar to that used in [9] was developed. The encoding operation is essentially the process of permutation of the bits in
the packet, according to the dynamically created permutation code via the RSA encryption mechanism. The key to RSA
is created by the previous module. The purpose of the crypto module is to provide simple confidentiality of the packet
header and payload while ensuring the authenticity and integrity of sensed data without incurring transmission overhead
of traditional schemes. However, since the key generation and handling process is done in another module, VEBEK’s
flexible architecture allows for adoption of stronger encryption mechanisms in lieu of encoding.
The packets in energy aware security scheme consist of the ID, type, and data fields. Each node sends these to its next
hop. However, the sensors’ ID, type, and the sensed data are transmitted in a pseudorandom fashion according to the
result of RSA. More specifically, the RSA encryption algorithm takes the key and the packet fields as inputs and
produces the result as a permutation code.
The concatenation of each 8-bit output becomes the resultant permutation code. As mentioned earlier, the key to the RSA
mechanism is taken from the core virtual energy-based keying module, which is responsible for generating the dynamic
key according to the residual virtual energy level. The resultant permutation code is used to encode the message. Then,
an additional copy of the ID is also transmitted in the clear along with the encoded message. Thus, instead of the
traditional approach of sending the hash value along with the information to be sent, the result of the permutation code
value is used locally. When the next node along the path to the sink receives the packet, it generates the local
permutation code to decode the packet.
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System architecture

Mobile Sink

Sensor nodes

Figure.1 Three-Layer framework.
Figure.1 shows the architecture of the proposed system. The mobile sink sends data request messages to the sensor nodes
directly. In the energy aware security scheme operational mode, nodes in the network are configured to only watch some
of the nodes in the network. Each node randomly picks r nodes to monitor and stores the corresponding state before
deployment. As a packet leaves the source node it passes through node that watch it probabilistically. Thus, Energy
aware security scheme is a statistical filtering approach like SEF [10-12] and DEF [13]. If the current node is not
watching the node that generated the packet, the packet is forwarded. If the node that generated the packet is being
watched by the current node, the packet is decoded and the plaintext ID is compared with the decoded ID. If the watcherforwarder node cannot find the key successfully, it will try as many keys as the value of virtual Key Search-Threshold
before actually classifying the packet as malicious. If the packet is authentic, and this hop is not the final destination, the
original packet is forwarded unless the node is currently bridging the network. In the bridging case, the original packet is
re-encoded with the virtual bridge energy and forwarded. Since this node is bridging the network, both virtual and
perceived energy values are decremented accordingly. If the packet is illegitimate, which is classified as such after
exhausting all the virtual perceived energy values within the virtual Key Search Threshold window, the packet is
discarded.
This process continues until the packet reaches the sink. This operational mode has more transmission overhead because
packets from a malicious node may or may not be caught by a watcher node and they may reach the sink. However, it
reduces the processing overhead.
The trade-off is that an illegitimate packet may traverse several hops before being dropped. The effectiveness of this
scheme depends primarily on the value r, the number of nodes that each node watches.
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Simulation Results
The proposed scheme is evaluated by using the NS-2 simulator. In the simulation, the radio nodes are connected in mesh
topology. The initial energy set to each node is 20J. The transmission power is 0.7J. The node consumes 0.6J for
receiving the data. There are 21 nodes distributed in the area 1000×1000.
Parameter

Value

Simulator

NS2

Simulation Time

20 ms

Number of nodes

21

Routing protocol

AODV

Traffic model

CBR

Simulation Area

1000×1000

Transmission range

250m

The networks parameters are recorded in the trace file during the execution of simulation. The performance of the
network is analyzed by using the graphs. The graphs are executed in the trace file in NS2 simulator. Figure.3 gives the
packet delivery ratio of Mobile sink. The graph is plotted between the No. of packets received and the simulation time.
From the graph, the throughput of proposed scheme can be extracted as 180 packets per unit time. In this simulation the
energy consumption by the mobile sink is analyzed by extracting the energy value from trace file. Figure.4 shows the
graph for energy consumption. From the graph, the energy consumption of the proposed system is efficient than the
existing techniques.
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Figure.3 Throughput

IJPT| April-2017| Vol. 9 | Issue No.1 | 28355-28362

Energy(J)

400

40
35
30
25
20
15
10
5
0

Energy
aware
security
Polynomial
pool based
scheme
0

500
1000
Time(ms)

1500

Figure.4 Energy consumption

Page 28360

Sathiyaseelan Rathinavel*et al. /International Journal of Pharmacy & Technology
Conclusion
In this paper, an energy aware security scheme is proposed for authentication and dynamic key establishment between
mobile sinks and sensor nodes. The proposed scheme is based on energy aware dynamic key generation scheme and it
has improved network resilience to replication attacks and the lifetime of the network. This proposed scheme provides
the security with the awareness of residual energy of the sensors. The sensed information is encrypted by using the RSA
algorithm.
The key generated by RSA algorithm is dynamically changed for each packet. The Energy based dynamic key generation
algorithm is used to generate the dynamic key while the sensor node is in the demand to transmit the data packet. The
mobile sink can aware of the residual energy of the sensors. So, based on the residual energy of the sensor, the mobile
sink sends the data request. As the key is dynamically changed, the adversary cannot introduce replicated node in the
network.
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