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Abstract:
The use of cloud computing has increased rapidly in many organizations. We argue that small and medium companies
use cloud computing services for various reasons, including because these services provide fast access to their
applications and reduce their infrastructure costs. Cloud providers should address privacy and security issues as a matter
of high and urgent priority. Dealing with “single cloud” providers is becoming less popular with customers due to
potential problems such as service availability failure and the possibility that there are malicious insiders in the single
cloud. In recent years, there has been a move towards “multiclouds”, “intercloud” or “cloud-of-clouds”. Here we
surveyed many papers and given idea for enhancement.
Introduction:
This paper focuses on the issues related to the data security aspect of cloud computing. As data and information will be
shared with a third party, cloud computing users want to avoid an untrusted cloud provider. Protecting private and
important information, such as credit card details or a patient’s medical records from attackers or malicious insiders is of
critical importance. In addition, the potential for migration from a single cloud to a multi-cloud environment is examined
and research related to security issues in single and multi-clouds in cloud computing are surveyed.
Literature Survey
1) Byzantine disk paxos: optimal resilience with Byzantine shared memory
We present Byzantine Disk Paxos,[2] an asynchronous shared-memory consensus algorithm that uses a collection of n>
3t disks, t of which may fail by becoming non-responsive or arbitrarily corrupted. We give two constructions of this
algorithm; that is, we construct two different t-tolerant (i.e., tolerating up to t disk failures) building blocks, each of
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which can be used, along with a leader oracle, to solve consensus. One building block is a t-tolerant wait-free shared safe
register. The second building block is a t-tolerant regular register that satisfies a weaker termination (liveness) condition
than wait freedom: its write operations are wait-free, whereas its read operations are guaranteed to return only in
executions with a finite number of writes. We call this termination condition finite writes (FW), and show that wait-free
consensus is solvable with FW-terminating registers and a leader oracle. We construct each of these ttolerant registers
from n> 3t base registers, t of which can be non-responsive or Byzantine. All the previous t-tolerant wait-free
constructions in this model used at least 4t + 1 fault-prone registers, and we are not familiar with any prior FWterminating constructions in this model. We further show tight lower bounds on the number of invocation rounds
required for optimal
2) RACS: a case for cloud storage diversity
The increasing popularity of cloud storage is leading organizations to consider moving data out of their own data centers
and into the cloud.[3] However, success for cloud storage providers can present a significant risk to customers; namely, it
becomes very expensive to switch storage providers. In this paper, the authors make a case for applying RAID-like
techniques used by disks and file systems, but at the cloud storage level. They argue that striping user data across
multiple providers can allow customers to avoid vendor lock-in, reduce the cost of switching providers, and better
tolerate provider outages or failures. They introduce RACS, a proxy that transparently spreads the storage load over
many providers.
3) Database Management as a Service: Challenges and Opportunit
Data outsourcing or database as a service is a new paradigm for data management in which a third party service provider
hosts a database as a service. The service provides data management for its customers and thus obviates the need for[4]
the service user to purchase expensive hardware and software, deal with software upgrades and hire professionals for
administrative and maintenance tasks. Since using an external database service promises reliable data storage at a low
cost it is very attractive for companies. Such a service would also provide universal access, through the Internet to
private data stored at reliable and secure sites. A client would store their data, and not need to carry their data with them
as they travel. They would also not need to log remotely to their home machines, which may suffer from crashes and be
unavailable. However, recent governmental legislations, competition among companies, and database thefts mandate
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companies to use secure and privacy preserving data management techniques. The data provider, therefore, needs to
guarantee that the data is secure, be able to execute queries on the data, and the results of the queries must also be secure
and not visible to the data provider. Current research has been focused only on how to index and query encrypted data.
However, querying encrypted data is computationally very expensive. Providing an efficient trust mechanism to push
both database service providers and clients to behave honestly has emerged as one of the most important problem before
data outsourcing to become a viable paradigm. In this paper, we describe scalable privacy preserving algorithms for data
outsourcing. Instead of encryption, which is computationally expensive, we use distribution on multiple data provider
sites and information theoretically proven secret sharing algorithms as the basis for privacy preserving outsourcing. The
technical contributions of this paper is the establishment and development of a framework for effi- - cient fault-tolerant
scalable and theoretically secure privacy preserving data outsourcing that supports a diversity of database operations
executed on different types of data, which can even leverage publicly available data sets.
4) Using Multi Shares for Ensuring Privacy in Database-as-a-Servic
Database-as-a-service (DAAS) is a new model for data management,[3] where a service provider offers customers
software management functionalities as well as the use of expensive hardware. This service enables data integration and
access on a large scale in cloud computing infrastructures. Addressing data privacy in DAAS is considered a significant
issue for any organizational database.
Due to the fact that data will be shared with a third party, an un-trusted server is dangerous and unsafe for the user. This
paper proposes the architecture of a new model appropriate for NetDB2 architecture, known as NetDB2 Multi-Shares
(NetDB2-MS). It is based on multi-service providers and a secret sharing algorithm instead of encryption, which is used
by the existing NetDB2 service. The evaluation is done through simulations. It shows a significant improvement in
performance for data storage and retrieval for various query types.
5) DepSky: dependable and secure storage in a cloud-of-clouds
The increasing popularity of cloud storage services has lead companies that handle critical data to think about using these
services for their storage needs. Medical record[1] databases, power system historical information and financial data are
some examples of critical data that could be moved to the cloud. However, the reliability and security of data stored in
the cloud still remain major concerns. In this paper we present DepSky, a system that improves the availability, integrity
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and confidentiality of information stored in the cloud through the encryption, encoding and replication of the data on
diverse clouds that form a cloud-of-clouds.
We deployed our system using four commercial clouds and used PlanetLab to run clients accessing the service from
different countries. We observed that our protocols improved the perceived availability and, in most cases, the access
latency when compared with cloud providers individually. Moreover, the monetary costs of using DepSky on this
scenario is twice the cost of using a single cloud, which is optimal and seems to be a reasonable cost, given the benefits.
Proposed System:
This paper focuses on the issues related to the data security aspect of cloud computing. As data and information will be
shared with a third party, cloud computing users want to avoid an un-trusted cloud provider. Protecting private and
important information, such as credit card details or a patient’s medical records from attackers or malicious insiders is of
critical importance. In addition, the potential for migration from a single cloud to a multi-cloud environment is examined
and research related to security issues in single and multi-clouds in cloud computing is surveyed.
Advantage of Proposed System:
1. Data Integrity
2. Service Availability.
3. The user runs custom applications using the service provider’s resources
4. Cloud service providers should ensure the security of their customers’ data and should be responsible if any security
risk affects their customers’ service infrastructure.
Data Integrity:
One of the most important issues related to cloud security risks is data integrity. The data stored in the cloud may suffer
from damage during transition operations from or to the cloud storage provider. Cachinet al. give examples of the risk of
attacks from both inside and outside the cloud provider, such as the recently attacked Red Hat Linux’s distribution
servers.
One of the solutions that they propose is to use a Byzantine fault-tolerant replication protocol within the cloud.
Hendricks et al. State that this solution can avoid data corruption caused by some components in the cloud. However,
Cachinet al. Claim that using the Byzantine fault tolerant replication protocol within the cloud is unsuitable due to the
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fact that the servers belonging to cloud providers use the same system installations and are physically located in the same
place.
 Data Intrusion:
 According to Garfinkel, another security risk that may occur with a cloud provider, such as the Amazon cloud service,
is a hacked password or data intrusion. If someone gains access to an Amazon account password, they will be able to
access all of the account’s instances and resources.
 Thus the stolen password allows the hacker to erase all the information inside any virtual machine instance for the
stolen user account, modify it, or even disable its services. Furthermore, there is a possibility for the user’s
email(Amazon user name) to be hacked (see for a discussion of the potential risks of email), and since Amazon allows a
lost password to be reset by email, the hacker may still be able to log in to the account after receiving the new reset
password.
 Service Availability:
Another major concern in cloud services is service availability. Amazon mentions in its licensing agreement that it is
possible that the service might be unavailable from time to time. The user’s web service may terminate for any reason at
any time if any user’s files break the cloud storage policy. In addition, if any damage occurs to any Amazon web service
and the service fails, in this case there will be no charge to the Amazon Company for this failure. Companies seeking to
protect services from such failure need measures such as backups or use of multiple providers.
Conclusion:
The DepSky system model contains three parts: readers, writers, and four cloud storage providers, where readers and
writers are the client’s tasks. Bessani et al. explain the difference between readers and writers for cloud storage. Readers
can fail arbitrarily (for example, they can fail by crashing, they can fail from time to time and then display any behavior)
whereas, writers only fail by crashing.
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