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Abstract
Challenges in designing a MANET is protecting from various attacks in the network. A novel approach using
Sequential pattern mining algorithm with feature selection used to detect attacks in IDS. Sequential pattern mining
rules are generated to detect the misbehavior activity in the network using Intrusion Detection System. The sequential
pattern mining algorithms GSP, SPAM is used to generate Sequential pattern rules to determine the sequences with
attacks. Most important features selected using decision trees from the intrusion log. Its performance on simulated
networks with varying traffic and mobility patterns and

uses advanced form of Decision tree called decision tree

based feature selection which improves the accuracy of detection of attacks. Many existing mining algorithms
perform well for dense and large sequences, having costly scans using 'generate candidate and test' approach. Current
mining algorithms can generate large number of candidates and very slow to generate rules or generate few results,
omitting some interesting and valuable information with large amount of infrequent candidates. To overcome the
above problems we propose a novel structure Feature Selection using Decision Tree (FSDT) for selection of
candidates. This paper explains how FSDT is useful to generate candidates and avoids infrequent candidates. Our
experimental results shows: 1) FSDT candidate generation and pruning is effective, 2)FSDT with GSP, SPAM is
compact and outperforms the state of the art algorithms, and 3)The FSDT-GSP, FSDT-SPAM provide more accurate
patterns that detect the attacks in an environment which provides massive amount of data. Our aim is to produce
better throughput and scalability than the original algorithms. Experimental results show that the algorithm has
higher scalability, better accuracy and faster than the state of art algorithms in detecting the attacks.
Keywords: Sequential Pattern Mining, Feature Selection, Intrusion Detection System, MANET, Decision trees.
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1. Introduction
A Mobile Ad-hoc Network is an infra-structure less network of mobile devices linked by wireless nodes. The mobile
nodes in MANET are recurrently moving in Parallel with the network, the nodes are self-configurable and the data
must be routed via intermediate nodes, the nodes can act as a router/host for data transmission, it doesn’t have a
centralized monitoring system. A routing protocol are shared the neighbor information among instant neighbors, and
then pass the information throughout the network. This way, routers gains knowledge of the topology of the network1,
Multi cast Ad hoc On Demand Distance Vector (MAODV) is a multi cast expansion of AODV protocol, and tree
based functionality to route data among the nodes in MANET is provided. The route discovery is based on Route
Request and Route Reply process.
The applications of MAODV are military operations, rescue operations, etc. The most important feature in MANET
is mobility, represents the movement of nodes, location and other related features to the network. To overcome the
security concerns in MANET, Intrusion Detection System (IDS) is implemented in each host to monitor the system
activities for malicious activities or policy violations and alerts the system. A software application or a device that
keep tracking the network or system activities to detect the malicious activities is known as Intrusion Detection
System (IDS). The intrusion detection system is devised into two types anomaly detection and misuse detection and
it is classified into two types namely network based (NIDS) and host based (HIDS) intrusion detection systems. The
false alarms often rises due to the anomaly detection is able to identify new types of attack. To identify new types of
attacks misuse detection is unable, but it has a high correct-detection rate for known types. Performance of IDS
generally depends on the length of dataset having a lot of features used to identify attack or normal type. So, the
reduced dataset with relevant features help an intrusion detection system to perform its’ task easily with a better use
of time and memory and to find the hidden relationship among

the features and datasets, Decision tree based

feature selection and reduction approaches can be used. The decision tree provides a smooth transition between
member and non-member of a set; therefore, there are fewer boundary elements being excluded. In our research
work, By FSDT the greatest need was to reduce the amount of data needed for processing and the false alarm rate.
Here to improve the performance of a system and try to replace current intrusion detection methods with a feature
selection and data mining approach. Data mining is the process of getting useful information from the large datasets.
Sequential Pattern mining is finding statistically relevant patterns between data examples where the values are
delivered in a sequence. Sequential pattern mining is one of the special cases of structured data mining. Intrusion logs
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grows large and it needs large amount of space and processing such huge data requires lots of time and resources
and the intrusions to be found in time. The sequential mining algorithms generate large amount of sequences and it is
impossible to find intrusions with the large sequences. So we need the interesting rules and non redundant rules
which will find the intrusions.
GSP Algorithm (Generalized Sequential Pattern algorithm) is an algorithm used for sequence mining. The algorithms
for solving sequence mining problems are mostly based on the a priori (level-wise) algorithm. The algorithm is used
for multiple passes are made over the data. Seed set is formed in the first pass by GSP. In our work decision tree
feature selection is used for formulating the seed set. Seed set is specific to IDS and more specific features are found
which increases the detecting ability. The seed set found in the decision tree is used to generate candidate sequences
in subsequent passes. At the end of the pass, the algorithm determines which of the candidate sequences are really
frequent. These frequent candidates become the seed for fore coming passes. The algorithm terminates when there are
no frequent sequences or no candidate sequences generated. For mining sequential patterns SPAM first uses depthfirst search strategy.
SPAM generates sequential patterns of different length which is an additional salient feature. It is done with three
main steps Lexicographic Tree for Sequences, Depth First Tree Traversal, Pruning (S-step Pruning, I-step Pruning).
In our work in first step while generating the tree for sequences, we apply seed set generated by the decision tree
feature set. In the first stage of generating the tree sequences the candidates are compared with seed set. If the
candidates are found in seed set then the nodes are generated otherwise discarded. So, unrelated sequences are
avoided to found the actual attack sequences in IDS..
In this paper, we present a solution to this issue based on the study of item occurrences of most used features. Our
contribution is. First, to find the feature set information, we introduce a Decision tree based Feature selection for
finding the features (FSDT). FSDT is a compact and accurate structure, which can be built with a single database
scan. Second, we propose a generic candidate pruning mechanism for vertical sequential pattern mining algorithms
based on the FSDT data structure. We describe how the pruning mechanism is integrated in three state-of-the-art
algorithms GSP, SPAM. Third, we perform a wide experimental evaluation on our datasets generated through various
attack scenario generated. Results show that the modified algorithms (1) prune a large amount of candidates using
feature set, (2) and faster than the corresponding original algorithms (3) These two modified algorithm applied and
compared with the original algorithm. The rest of the paper is organized as follows. Section 3 defines the Decision
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tree selection FSDT Section 4 defines the problem of sequential pattern mining and reviews the main characteristics
of GSP, SPAM. Section 5 describes the FSDT structure, the pruning mechanism, and how it is integrated in GSP,
SPAM. Section 6 presents the modified algorithm compared with GSP, SPAM with our experimental study. Finally,
Section 6 presents the conclusion.
2. Related Work
In the proposed algorithm1 which generates the Generalized Sequential Patterns. The number of data sequences scales
linearly with GSP, and consists of average data sequence size with respect to very good scale up properties. In a
proposed2 an efficient algorithm called Sequential Pattern Mining (SPAM) that contributes into a practical algorithm
by integrating a variety of old and new algorithms. SPAM assumes that it fit into main memory for all data structures
used for the algorithm and the entire database completely. Memory-resident is due to the size of current main
memories reaching gigabytes and growing, many moderate-sized to large databases. For mining sequential patterns
SPAM is one of the best depth first search strategy. The two step process is I-step process and S-step process which is
based on Candidate generation. .
In a work proposed3 a discovery algorithm for

Sequential Patterns .This algorithm with respect to the a number of

other database parameters and number of input-sequences has linear scalability, and a parallel algorithm for fast
discovery of frequent sequences in large databases is named as pSPADE. Each class can be solved in main-memory
using simple join operations and efficient search techniques. The observer uses new structure for storing cooccurrence information named CMAP (Co-occurence MAP) [4]. To candidates can be pruned in three state-of-the-art
vertical algorithms, namely SPADE, SPAM and ClaSP CMAP can be used. An extensive experimental study with
three real-life datasets shows that (1) squeezed together ( CAMP) (2) co-occurrence-based pruning is effective and
that (3) the resulting algorithms outperform state-of-the-art algorithms for mining sequential patterns (GSP,
PrefixSpan, SPADE and SPAM) and closed sequential patterns (ClaSP and CloSpan). In a proposed a methodology5,
to detect intrusions with the help of Intrusion Detection System using k-means clustering, which is employed in
MANET This kind of Data Mining approach helps in evaluating the detection rate, improving the performance of
network and control false dismissals and false alarm rate 5 .
In a work reported6 the node features are analyzed for intrusion detection in MANET. Principal Component Analysis
technique and Profile based monitoring techniques are used and implemented in the network environment to measure
the performance of network.
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Based on the routing protocol used in the MANET the performance is varied. In different scenarios the performance
is evaluated. In Scenario 1, the state of the network operation is presented normally, so it does not come under
attacks, whereas different traffic patterns of network are generated. In next scenario in Ad-hoc Network the Denialof-Service Attack is deployed, it falls under two categories. In first attack, the intruder first attacks other nodes in the
network and interrupts its services. The second type is Distributed DoS (DDoS); here more than one intruder attacks
the network. The flooding of Route REQuest (RREQ) packets from a compromised node is the reason for the attacks
6

. In a work proposed by

7

to target the security of AODV protocol designed for MANET an Intrusion Detection

System (IDS) is implemented. Here Multiple Static Agent is designed with IDS to monitor the route establishment
process in the network. In a work

8

defines a hybrid data mining approach for Intrusion Detection System which

coordinates the feature selection, filtering, clustering, divide and merge and clustering.

The detection rate is

improved and decrease the false alarm rate is attained. The intrusion detection is processed based on clustering
analysis technique. The intrusion detection collects the features, and then it is filtered to remove the noise and outliers
for cluster formation based on the k-means and divide the nodes as normal and malicious nodes, with these able to
detect false alarm rate and detection rate.
In a work 9, an approach for handling Intrusion Detection System (IDS) of association rule mining to IDS alerts based
on the features. A fuzzy association rules are integrated to detect the misbehavior activity in the network using
Intrusion Detection System. The Apriori Algorithm is used to generate association rules to determine the features,
based on the features creating a cluster using K-means clustering technique. The k-means algorithm is an
evolutionary algorithm, where k is input value defined by user based on the number of clusters formed. The k-means
clustering is designed using fuzzy rules for automatic generation of fuzzy rules to provide effective learning.
These rules are to find intrusion in the network. The observer uses a protocol which uses a specification based
Intrusion Detection System to identify the misuses happening in routing the messages. The IDS is processed as a two
step process. The First step is using the clustered networking monitoring selection algorithm in network monitoring
nodes10, and the second step is the NM nodes will run the monitoring protocol its responsibility is to observe the flow
of data. The experiment is carried on two environments, where in the first script the nodes are static, and the second
script is mobile, which is to measure the performance of the network. Among these defect prediction/faultproneness
is an important issue.
It can be used in assessing the final product quality, estimating the standards and satisfaction of customers. Fault
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proneness can also be used for decision management with respect to the resource allocation for testing and
verification. It is also one of the quality classification tasks of software design in which prediction of fault prone
modules in the early design phase emphasizes the final quality outcome within estimated time and cost

11.

The

observer uses evolutionary computation techniques using genetic algorithm to implement the challenges in MANET
and to analyze the power consumption using intrusion detection. The paper uses advanced form of genetic algorithm
called genetic-based feature selection which improves the accuracy of the data

[12]

. In a work reported by Sun B, Wu

K, Pooch U[13] this paper proposes the zone based intrusion detection system in which it divides the network into
zones and also proposes the feature selection and it detects the flooding attack with aggregated algorithm. In a work
reported14, this paper uses advanced form of genetic algorithm called genetic-based feature selection which improves
the accuracy of the data. Feature selection or feature extraction have to be employed. Much research work has been
done on this dimensionality reduction15. The papers explains about paper ranking using feature selection, various data
mining techniques, Regression and classification techniques16 ,17, 18, 19, 20, 21, 22 . The papers explain about Decision
tree, MANET routing and various tools in data mining23, 24 25 .
3. Proposed Work
3.1 Architecture Diagram
Figure 1. Architecture Diagram.

Figure 1. Explains the architecture diagram which explains how FSDT-GSP and FSDT-SPAM finds attack
sequences from the IDS log.
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3.2 FSDT Feature Selection with Decision Trees (FSDT)
For Feature selection we use Decision tree induction to find the relevant and important features from Intrusion
Detection System dataset. Its approach is to learn from decision tree classifiers. Internal node or non leaf node
represents test of an attribute. Branch node represents the output of the test. Class prediction is represented by
external node or leaf node. The best attribute is chosen, and based on it Decision tree algorithm partitions the data
into individual classes. The best attribute is selected by Information gain using attribute selection process.
The information gain of the attribute is calculated by

The generic algorithm of Decision Tree is used to find the features.
Generating a decision tree from training tuples of data partition D
Algorithm: FSDT
Input given: attribute_list, the set of candidate attributes.
Attribute selection method, Splitting criteria method.
Data partition, D, a set of training tuples and their associated class labels.
Output Expected: A Decision Tree
Each path from the root to leaf node creates a rule. The rule antecedent is created by ANDing each splitting criteria
and the path. The leaf node has the class predictions, forming the rule consequent. The features which appeared in
the extracted rules are selected as the relevant and important features for Intrusion detection. All the other features are
considered as irrelevant. Both an increase in detection rate and a decrease in false positive rate are expected.
Table 1. Number of Features.
S.No.

Features of a Node

1

Number of neighbours

2

Number of added neighbours

3

Number of removed neighbours

4

Number of active routes

5

Number of invalidated routes

6

Number of added routes by route discovery mechanism

7

Number of updated routes

8

Number of added routes under repair
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Number of received route request packets destined to this node

10

Number of received route request packets to be forwarded by this node

11

Number of broadcasted route request packets from this node

12

Number of forwarded route request packets from this node

13

Number of received route reply packets destined to this node

14

Number of received route reply packets to be forwarded by this node

15

Number of received broadcast route error packets (to be forwarded or not)

16

Number of broadcasted route error packets from this node

17

Number of received total routing protocol packets

18

Number of routes under repair

19

Number of added routes by overhearing

20

Number of invalidated routes due to expiry

21

Number of invalidated routes due to other reasons

22

Number of received route reply packets to be forwarded by this node

23

Number of initiated route reply packets from this node

24

Number of received total routing protocol packets to be forwarded

25

Number of initiated total routing protocol packets from this node

26

Number of forwarded total routing protocol packets by this node

Table 1 shows the total number of features available in MANET.
The features selected here by FSDT are as follows.
1. Number of neighbours
2. Number of added neighbours
3. Number of updated routes (modifying hop count, sequence number)
4. Number of added routes under repair
5. Number of broadcasted route request packets from this node
6. Number of forwarded route request packets from this node
3.3 FSDT GSP
Generalized Sequential Pattern algorithm is an algorithm used for sequential mining to find the attacks in the IDS log.
A level-wise algorithm is used. [1]. Here in FSDT-GSP the first level of seed set is the output FSDT and is given as the
input to the first level to find the candidates and second and third levels follows the same.
Level wise paradigm is used here and first all the frequent items are discovered in level wise fashion. Frequent items
found by FSDT seed set. The first pass of FSDT-GSP algorithm replaced and giving relevant features from the FSDT
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and fore coming passes. FSDT GSP Algorithm makes multiple database passes. In first pass Using FSDT Seed set is
taken and most relevant features taken into account of candidate generation. From the frequent items, a set of
candidate 2-sequences are formed and 2 sequence also from the FSDT because first pass done with the same and
another pass is made to identify their frequency. The frequent 2-sequences are used to generate the candidate 3sequences and 3 sequence form FSDT, and this process is repeated until no more frequent sequences are found. There
are two main steps in the algorithm.
Candidate Generation. Given the set of frequent (k-1)-frequent sequences F(k-1) from FSDT, the candidates for the
next pass are generated by joining F(k-1) with itself. A pruning phase eliminates any sequence, Subsequences is not
frequent and not available in seed set.
Support Counting. A hash tree–based search is employed for efficient support counting. Non frequent items are
avoided by FSDT in first pass itself.
The modified algorithm
F1 = sequence from FSDT seed
k=2,
do while F(k-1)!= Null;
Generate candidate sets Ck (set of candidate k-sequences);
For all input sequences s in the database D
do
Increment count of all a in Ck if s supports a
Fk = {a ∈ Ck such that its frequency exceeds the threshold}
k= k+1;
Result = Set of all frequent sequences is the union of all Fks
End do
End do
3.4 FSDT Spam
SPAM is a sequential mining algorithm for finding all frequent sequences within a transactional database. The
algorithm is specifically efficient when the databases or datasets are very long contains very long sequential patterns.
A depth-first search strategy is used to generate candidate sequences, and various pruning mechanisms are
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implemented to reduce the search space. It’s a type of vertical sequence mining algorithm. The transactional data is
stored using a vertical bitmap representation, which allows for efficient support counting and significant bitmap
compression. Here FSDT-SPAM has two types of sequences the one is FSDTsequence-extended sequence and an
FSDTitemset-extended sequence. An FSDTsequence-extended sequence is a sequence generated by adding a new
transaction consisting of a single item to the end of its parent’s sequence in the tree. In our approach sequence
generated by adding a new transaction taken FSDT seed set. The first leaf nodes of empty set in the FSDT-SPAM and
next nodes generated only with the FSDT seed set. [2]
FSDTitemset-extended sequence is a sequence generated by adding an item to the last itemset in the parent’s
sequence, such that the item is greater than any item in that last itemset. Accordingly item extended sequence
generated only from the FSDT seeds. If we generate sequences by traversing the tree, then each node in the tree can
generate FSDTsequence-extended children sequences and FSDTitemset-extended children sequences with all features
selected from FSDT. So unimportant features are removed. Only generated sequences are contains only related with
network specific attacks. Unrelated rules are avoided. We refer to the process of generating FSDTsequence-extended
sequences as the FSDTsequence-extension step only with most important features are used, and we refer to the
process of generating FSDTitemset-extended sequences as the FSDTitemset-extension step. Thus we can associate
with each node n in the tree two sets: FSn , the set of candidate items that are considered for a possible FS-step
extensions of node n, and In which identifies the set of candidate items that are considered for a possible FI-step
extensions. The top element in the tree is the null sequence and each lower level k contains all of the k-sequences,
which are ordered lexicographically with FSDTsequence-extended sequences ordered before FSDTitemset-extended
sequences. Each element in the tree is generated only by either an FS-step or an FI-step,
FSDT-SPAM traverses the sequence tree described above in a standard depth-first manner. At each node n, the
support of each FSDTsequence-extended child and each FSDTitemset-extended child is tested. If the support of a
generated sequence s is greater than or equal to minSup, we store that sequence and repeat DFS recursively on s. If
the support of s is less than minSup, then we do not need to repeat DFS on s by the Apriori principle, since any child
sequence generated from s will not be frequent. If none of the generated children are frequent, then the node is a leaf
and we can backtrack up the tree. Here the search space is huge. SPAM have s step pruning and i step pruning. But
here in FSDT only takes the features set which are related to the attacks and we are considering the unrelated features
and tree generated with the use of only FSDT seed set. Almost pruning is done. Here FSDT-SPAM no need of S step
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pruning I step pruning.
4. Experimental Classification Results and Analysis
The Simulation environment is carried out in NS-2 simulator installed in Linux Operating System. The Scenario
consists of 50 wireless nodes. For routing the data MAODV routing protocol is used. MAODV is the multicast
extension of AODV protocol, whereas AODV protocol is for unicast and MAODV for multicast traffic.
The Simulation Environment is defined and Only multicast traffic exists in the simulation. After creation of ns-2
simulation environment, the scenario files to be generated for mobile node movement and CBR traffic pattern. NS2
window which contains the network with spoofing and Block hole attack present scenes. The preprocessed NS2 trace
file is the input to FSDT-GSP, FSDT-SPAM algorithm to find features and optimized rules to detect the above attacks.
The above techniques are developed using Java. The algorithm GSP, SPAM

source code taken from

http://www.philippe-fournier-viger.com/spmf/ and FSDT-GSP, FSDT-SPAM algorithms are developed and compared
with preprocessed synthetic log generated by the above mentioned scenario.
Table-2. Results with the sequential Pattern mining algorithm.
Simulation
high traffic, high
mobility
medium
traffic,
high
mobility
high
traffic,
medium
mobility
Medium traffic, medium
mobility
high traffic low mobility
medium traffic ,low mobility
Table 3. Results with FSDT-GSP, FSDT-SPAM.

Detection Rate
97.63%

False Positive Rate
1.00%

98.87%

0.45%

98.78%

1.02%

99.34%

0.64%

95.67%
97.86%

1.28%
0.34%

Simulation
high
traffic
,high mobility
medium traffic ,high
mobility
high traffic, medium
mobility
Medium
traffic,
medium mobility
high
traffic,
low
mobility
medium traffic, low
mobility

Detection
Rate
97.76%

False
Rate
0.91%

98.87%

0.45%

98.86%

0.90%

99.45%

0.55%

95.67%

1.00%

97.86%

0.30%

Positive

Table 2, 3 shows that State of art algorithms GSP, SPAM are applied and compared with FSDT-GSP, FSDT-SPAM
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Accuracy improved significantly.
5. Conclusion
The detection of attacks in Mobile Ad hoc networks with FSDT based algorithms

is a novel kind of approach in

wireless networks, and the approach helps in detecting attacks by generating optimized sequential rules based on the
selection of relevant features for the nodes. The performance of mining algorithm has increased with the reduced
feature set and optimized rules. Both increase in detection rate and decrease in false positive rate are observed. The
FSDT with GSP, SPAM is efficient and when comparing with state of the art algorithms GSP, SPAM. It gives better
performance, accuracy for MANET with spoofing, Black hole and Flooding attacks. It is advantageous over other
classical sequential mining algorithms in detecting attacks with a huge amount of volatile log files like Big Data
thanks to its speed and accuracy.
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